Caché SQL Security Commands

To create a new user :-


CREATE USER user_name IDENTIFY BY password
To change a user’s password :-


ALTER USER user_name IDENTIFY BY password
To delete a user :-


DROP USER user_name
To create a role :-


CREATE ROLE role_name
To delete a role :-


DROP ROLE role_name
A user can have three levels of privileges :-


privileges which have been granted to them specifically


privileges which have been granted to their role(s)


privileges which have been granted to “everyone”

Upon creation, a user will have the privileges allocated to “everyone” and nothing else.

The new user gains privileges by being granted a role and/or by being granted specific privileges.

Removing a “everyone” privilege does not effect the privileges granted to users and to roles. 

Removing a “role” privilege does not effect the privileges granted to users and to “everyone”.

To ensure that a privilege has been fully removed from a user, ensure that the privilege has been removed from the user, from the users’s role(s) and from “everyone”.

To grant system level privileges to a user :-


GRANT system_level_privilege [, system_level_privilege]



TO user_name


where system_level_privilege could be :-



%CREATE_USER, %ALTER_USER, %DROP_USER, %CREATE_ROLE



%GRANT_ANY_ROLE, %DROP_ANY_ROLE, %GRANT_ANY_PRIVILEGE

To grant system level privileges to a user (who can then give them to others) :-


GRANT system_level_privilege [, system_level_privilege]



TO user_name


WITH ADMIN OPTION



where system_level_privilege could be :-



%CREATE_USER, %ALTER_USER, %DROP_USER, %CREATE_ROLE



%GRANT_ANY_ROLE, %DROP_ANY_ROLE, %GRANT_ANY_PRIVILEGE

To remove system level privileges from a user :-


REVOKE system_level_privilege [, system_level_privilege]



FROM user_name


where system_level_privilege could be :-



%CREATE_USER, %ALTER_USER, %DROP_USER, %CREATE_ROLE



%GRANT_ANY_ROLE, %DROP_ANY_ROLE, %GRANT_ANY_PRIVILEGE

To grant object level privileges to a user for a single table:-


GRANT object_level_privilege [, object_level_privilege]



ON table_name


TO user_name



where object_level_privilege could be :-



%ALTER, DELETE, INSERT, REFERENCES, SELECT, UPDATE

To grant object level privileges to a user (who can then give them to others) for a single table:-


GRANT object_level_privilege [, object_level_privilege]



ON table_name


TO user_name



[WITH GRANT OPTION]



where object_level_privilege could be :-



%ALTER, DELETE, INSERT, REFERENCES, SELECT, UPDATE

To grant object level privileges to a user for all tables, queries etc. :-


GRANT object_level_privilege [, object_level_privilege]



ON *


TO user_name



where object_level_privilege could be :-



%ALTER, DELETE, INSERT, REFERENCES, SELECT, UPDATE

To grant object level privileges to a user (who can then give them to others) for all tables etc. :-


GRANT object_level_privilege [, object_level_privilege]



ON *


TO user_name



[WITH GRANT OPTION]



where object_level_privilege could be :-



%ALTER, DELETE, INSERT, REFERENCES, SELECT, UPDATE

To remove  object level privileges from a user for a single table:-


REVOKE object_level_privilege [, object_level_privilege] 



ON object_name


FROM user_name


CASCADE



where object_level_privilege could be :-



%ALTER, DELETE, INSERT, REFERENCES, SELECT, UPDATE

To remove  object level privileges from a user for all tables, queries etc:-


REVOKE object_level_privilege [, object_level_privilege] 



ON *


FROM user_name


CASCADE



where object_level_privilege could be :-



%ALTER, DELETE, INSERT, REFERENCES, SELECT, UPDATE

To grant and remove privileges from a role :-


Use same commands as those used to grant and remove privileges


from a user, replacing user_name with role_name
To grant the “privileges allocated to a role” to a user :-


GRANT role_name [, role_name] TO user_name
To remove the “privileges allocated to a role” from a user :-


REVOKE role_name [, role_name] FROM user_name
To grant and remove privileges from everyone :-


Use same commands as those used to grant and remove privileges


from a user, replacing user_name with PUBLIC
Caché SQL Security Commands – General Format

CREATE USER user_name IDENTIFY BY password
ALTER USER user_name IDENTIFY BY password
DROP USER user_name
CREATE ROLE role_name
DROP ROLE role_name
GRANT role_name [, role_name] TO user_name
REVOKE role_name [, role_name] FROM user_name
GRANT system_level_privilege [, system_level_privilege]


TO user_name | role_name [,user_name | role_name] | PUBLIC


[WITH ADMIN OPTION]

REVOKE system_level_privilege [, system_level_privilege]


FROM user_name | role_name [,user_name | role_name] | PUBLIC


The permitted values of system_level_privilege are :-



%CREATE_USER

%ALTER_USER



%DROP_USER


%CREATE_ROLE



%GRANT_ANY_ROLE

%DROP_ANY_ROLE



%GRANT_ANY_PRIVILEGE

GRANT object_level_privilege [, object_level_privilege]


ON object_name | *


TO user_name | role_name [,user_name | role_name] | PUBLIC


[WITH GRANT OPTION]

REVOKE object_level_privilege [, object_level_privilege] 


ON object_name | *


FROM user_name | role_name [,user_name | role_name] | PUBLIC


CASCADE


The permitted values of object_level_privilege are :-



%ALTER

DELETE



INSERT

REFERENCES



SELECT

UPDATE
Changing the _SYSTEM password

The Caché SQL username _SYSTEM is created, with the password SYS, during the Caché install.

This username has every privilege and is the owner of every object.
The SQL command required to modify _SYSTEM’s password is

ALTER USER “_SYSTEM” IDENTIFY BY password 

The username, _SYSTEM, must be held within quotes because of the leading _

Before this command is issued, “Delimited Identifier Support” must be turned on.

Using Caché Terminal, enter the following command in the %SYS namespace,
D SetDelimitedIdentifiers^%apiSQL(1)
This will turn on “Delimited Identifier Support” until the next Caché upgrade.
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